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Xerox® XDA
Secure submission of automatic
meter readings with Xerox

Count on Xerox to help protect your critical corporate information and
maintain your network’s integrity. XDA, Xerox software that enables Remote
Services, is engineered to meet your highest expectations for network control and
security, and data confidentiality, while providing a convenient way to view and
automatically submit your device data.

Keep control of your network

e XDA helps you stay in control of your Xerox devices, by
providing you with information on the usage.

e XDA software can be installed on PCs and servers that run on
Windows platforms.

e You don't need to make changes to your Internet firewalls,
proxy servers or other security settings as XDA works within
your existing security infrastructure and protocols.

e You can easily audit XDA extracted information with the
viewable Customer dashboard or on the downloadable CSV
file extract.




XDA, a secure tool

Maintain your network security

e XDA runs in the background and sends data to us when
scheduled.

e XDA can only communicate one-way with our secure server.

o XDA doesn't let us access your network. You can be confident
that your security infrastructure is safe and will continue to
protect you from viruses and malicious attacks.

You can depend on totally secure service

e XDA cannot read, transmit or store your documents, company
information or data.

o XDA transmits only device-specific metrics, such as serial
number, meter name, meter reading, supplies consumed and
date of the reading.

e You can review the time of communication using the client
software.

e All your data is encrypted and communications to Xerox
are subjected to authentication. Xerox use Secure Socket
Layer (SSL) connection with 128-bit encryption — the same
technology used by the financial services industry to transmit
sensitive data such as credit card information.

How Xerox Remote Services work

Customer Environment

Who uses XDA?

Many organisations trust XDA to submit their meter readings
to us, securely and accurately.

We have XDA customers in a wide range of industries across
Europe, including travel and leisure, financial services,
telecommunications, manufacturing, media, pharmaceuticals,
central and local government and more.

We even use XDA in our own organisation, where we maintain
the highest possible standards of information security
infrastructure.

For a detailed technical briefing on the security features of XDA
download our white paper at: www.xerox.com/remoteservices

Xerox and security

We are leaders in document and information security, with the
broadest range of multifunction products in the industry and
all certified as secure by the National Information Assurance
Partnership (NIAP), a government body that meets the security
testing needs of IT consumers and companies.

In addition, we comply with global regulations including the
European Directive on Data Protection.

For further information visit: www.xerox.com/security

Xerox Environment
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